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1004 HEALTH INFORMATION PORTABILITY AND ACCOUNTABILITY ACT OF 

1996 (HIPAA): Access Modification Policy 
 
Introduction 
 
Minnewaska Area Schools Day Treatment has adopted this Access Modification Policy to 
comply with our duties under the Health Information Portability and Accountability Act of 1996 
(“HIPAA”), the Department Health and Human Services (“DHHS”) security and privacy 
regulations, the Joint Commission on Accreditation of Healthcare Organizations (“JCAHO”) 
accreditation standards, as well as our duty to protect the confidentiality and integrity of 
confidential medical information as required by law, professional ethics, and accreditation 
requirements. This policy governs which personnel are authorized access to individually 
identifiable health information and to the system components that contain such data. All 
personnel of Minnewaska Area Schools Day Treatment must comply with this policy. 
Familiarity with this policy and demonstrated competence in the requirements of the policy are 
an important part of every employee’s responsibilities. 
 
Assumptions 
 
This Access Modification Policy is based on the following assumptions: 
 
• Data, media, and computer assets are the physical property of Minnewaska Area Schools 

Day Treatment, wherever located, although patients and others may have rights of access to 
the data. 

• Individually identifiable health information is sensitive and confidential. Such information is 
protected from improper use and disclosure by HIPAA, its implementing regulations, other 
state and federal laws, professional ethics, and accreditation requirements. 

• Loss or breach of confidentiality of such data may cause severe harm to the subject of the 
information, to Minnewaska Area Schools Day Treatment, and to its officers, agents, and 
employees. 

• Most breaches of confidentiality result from poor personnel security. Hence, Minnewaska 
Area Schools Day Treatment must ensure that access is limited so as to minimize this risk. 

• HIPAA, its implementing regulations, other state and federal laws, professional ethics, and 
accreditation requirements specify that only those individuals with a need to access and use 
individually identifiable health information should have access to such information. 

• Limiting access to those with a need to know and giving them no more access than necessary 
for performance of their duties will help Minnewaska Area Schools Day Treatment comply 
with the privacy regulation’s “minimum necessary” rule. 

• Those authorized access should have no more access than needed for the performance of 
their responsibilities. 



• HIPAA, its implementing regulations, and good practice require screening of all personnel 
with access. 

• Care taken in the process of designating appropriate access is a major determinant of the 
level of security and control of Minnewaska Area Schools Day Treatment’s system. 

• From time to time, Minnewaska Area Schools Day Treatment may have to change a person’s 
or persons’ access. 

 
Policy 
 
• Access modification is the process of changing the access to Minnewaska Area Schools Day 

Treatment’s data and systems by an authorized data user, one who has been authorized 
access under Minnewaska Area Schools Day Treatment’s Access Authorization Policy and 
has had access established under Minnewaska Area Schools Day Treatment’s Access 
Establishment Policy. 

• Bearing in mind that, under Minnewaska Area Schools Day Treatment’s policies, no person 
should have access who does not need access, and no person should have more access than 
necessary, Minnewaska Area Schools Day Treatment may determine that an individual or a 
group of individuals need more, less, or otherwise changed access because of a change in 
duties or a change in status, such as full-time to part-time, employee to outside contractor, 
completion of a project, and the like. When a supervisor makes such a determination, he or 
she should request that the director of information systems or his or her designee change the 
current level of access to another level of access. 

• Upon receipt of a request to change a named individual’s or individuals’ access, the director 
of information systems will determine whether any reason exists to deny the request. 
Grounds for denial include, but are not limited to, the following: 
• Noncompliance with requirements of the Access Authorization Policy.  
• Security risk unknown to the requester.  
• Refusal of prospective data user to sign required documents.  
• Inability of prospective data user to properly use applications and system assets after 

training.1[1]  
• The director of information systems will work with the requester to resolve cases in which 

the former initially denies access. If the matter cannot be resolved, the director of information 
systems will report the matter to the principal for resolution. 

• Upon granting the changed level of access, the director of information systems  will take the 
following steps: 
• Take necessary measures to change the level of access. 
• Assign a new unique identifier, if necessary. 
• Assign the data user a new initial password, if necessary. 
• Make necessary changes to the list of unique user identifications and related passwords. 
• Require data users to sign a new statement regarding use of new passwords. 
• Train personnel with changed access, as necessary, in aspects of system use appropriate 

to their changed access. 
                                                           
1[1]  Although these reasons would not appear to be barriers to giving an individual less access, if they exist in 
such a case, the principal and the director of information systems must consider whether access should be terminated 
under Minnewaska Area Schools Day Treatment’s Termination Procedure. 



• Maintain records of the changed access, new security statements, and completed training 
for not less than six years.  

 
Enforcement 
 
All officers, agents, and employees of Minnewaska Area Schools Day Treatment must adhere to 
this policy, and all supervisors are responsible for enforcing this policy. Minnewaska Area 
Schools Day Treatment will not tolerate violations of this policy. Violation of this policy is 
grounds for disciplinary action, up to and including termination of employment and criminal or 
professional sanctions in accordance with Minnewaska Area Schools Day Treatment’s medical 
information sanction policy and personnel rules and regulations.  
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