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1019 HEALTH INFORMATION PORTABILITY AND ACCOUNTABILITY ACT OF 

1996 (HIPAA):  Media Controls Policy 
 
Introduction 
 
Minnewaska Area Schools Day Treatment has adopted this Media Controls Policy to comply 
with the Health Information Portability and Accountability Act of 1996 (“HIPAA”), the 
Department of Health and Human Services (“DHHS”) security and privacy regulations, and the 
Joint Commissions on Accreditation of Healthcare Organizations (“JCAHO”) accreditation 
standards, as well as our duty to protect the confidentiality and integrity of confidential medical 
information as required by law, professional ethics, and accreditation requirements. All 
personnel of Minnewaska Area Schools Day Treatment must comply with this policy. 
Familiarity with the personnel security policy and demonstrated competence in the requirements 
of the policy are an important part of every employee’s responsibilities. 
 
Assumptions 
 
This Media Controls Policy is based on the following assumptions: 
 
• Data, media, and computer assets are the physical property of Minnewaska Area Schools 

Day Treatment, wherever located, although patients and others may have rights of access to 
the data. 

• Individually identifiable health information is sensitive and confidential. Such information is 
protected from improper use and disclosure by HIPAA, its implementing regulations, other 
state and federal laws, professional ethics, and accreditation requirements. 

• Loss or breach of confidentiality of such data may cause severe harm to the subject of the 
information, to Minnewaska Area Schools Day Treatment, and to its officers, agents, and 
employees. 

• Few ways exist to protect portable assets, such as laptop computers, palm pilots, floppy 
disks, and the like, other than by maintaining good physical custody and control over the 
asset. 

• Insurance alone cannot compensate for the loss of Minnewaska Area Schools Day 
Treatment’s data and equipment. 

• Minnewaska Area Schools Day Treatment personnel who remove data or information assets 
from the facility must be responsible for safeguarding such assets. 

• Use of personal equipment, such as palm pilots and personal laptop computers, to use, 
record, or store information relating to Minnewaska Area Schools Day Treatment, its 
patients, or business activities subjects the user to the terms of this policy. 
 

Policy 
 



• Data, media, computers, and other information assets may not be removed from Minnewaska 
Area Schools Day Treatment without the written consent of the appropriate department 
director. Such consent may consist of a blanket authorization for certain personnel, such as 
employed physicians and transcriptionists, to remove and use such assets offsite. Department 
directors will provide the Minnewaska Area Schools Day Treatment security officer a copy 
of all such blanket consents for off-site use for his or her review. 

• If an employee, agent, independent contractor, or other authorized individual wishes to use 
personal information assets, such as a personal computer, palm pilot, or similar device, and 
the like, he or she must obtain the permission of the appropriate department director in 
writing. The department director will provide a copy of such authorization to the 
Minnewaska Area Schools Day Treatment security officer. The request for and granting of 
such authorization manifests the individual’s consent to be governed by this and all other 
relevant information security policies, such as the personal computer policy. 

• Conditions for offsite use of data, media, computer, or other information assets include the 
following: 
• Data, media, supplies, or information assets of Minnewaska Area Schools Day Treatment 

are not to be used for private purposes or for unauthorized reasons, such as unapproved 
research.  

• When such assets are off the premises of Minnewaska Area Schools Day Treatment, they 
must be under the care and control of the person authorized to remove and use the assets.  

• Other than for blanket authorizations (see above), data users must fill out and submit an 
off-premises use form and have it approved by their department director. Users must 
indicate on the form whether their homeowner’s insurance policy will provide coverage 
and consent for Minnewaska Area Schools Day Treatment to make a claim against the 
policy for damages. In cases in which any loss or damage to information assets is the 
fault of the user, the user must be responsible for replacement and/or repair costs that 
exceed Minnewaska Area Schools Day Treatment’s or homeowner’s insurance 
deductibles. If the loss or damage is the fault of the user and the loss or damage is not 
covered by insurance, the data user is responsible for all replacement and/or repair costs. 
Minnewaska Area Schools Day Treatment may deduct such costs from the user’s 
paycheck(s).  

• Users must immediately report all losses of or damage to such equipment to their 
department director and the security officer. Breaches of confidentiality and other 
reportable incidents must be reported in accordance with Minnewaska Area Schools Day 
Treatment’s Report Procedure.  

• Users will use appropriate safeguards for all assets, such as locking cables for portable 
computers, as required by their department director and/or the security officer. Assets, 
such as computers, palm pilots, or floppy disks, must not be left lying around unattended. 
Users must secure media in appropriate locations, such as a locked cabinet.  

• Minnewaska Area Schools Day Treatment’s Portable Computer Policy supplements this 
policy for such assets.  

• Minnewaska Area Schools Day Treatment’s Transcriptionist Policy supplements this 
policy for assets issued to transcriptionists for off-site use.  

 
Enforcement 
 



All officers, agents, and employees of Minnewaska Area Schools Day Treatment must adhere to 
this policy, and all supervisors are responsible for enforcing this policy. Minnewaska Area 
Schools Day Treatment will not tolerate violations of this policy. Violation of this policy is 
grounds for disciplinary action, up to and including termination of employment and criminal or 
professional sanctions in accordance with Minnewaska Area Schools Day Treatment’s medical 
information sanction policy and personnel rules and regulations.  
 
_________________________________  ______________________________ 
Signature of Officer, Agent, or Employee  Date 
 
_________________________________  ______________________________ 
Title of Officer, Agent, or Employee   Printed Name of Officer, Agent, or 

Employee 
 
_________________________________  ______________________________ 
Witness      Printed Name of Witness 
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